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Department of Computer Engineering, Faculty of Engineering, İstanbul University, İstanbul, Turkey
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Abstract: Social networking sites form a special type of virtual community where we share our personal information
with people and develop new relationships on the Internet. These sites allow the users to share just about everything,
including photos, videos, favorite music, and games, and record all user interactions and retain them for potential use
in social data mining. This storing and sharing of large amounts of information causes privacy problems for the users of
these websites. In order to prevent these problems, we have to provide strict privacy policies, data protection mechanisms,
and trusted and built-in applications that help to protect user privacy by limiting the people who get access to a user’s
personal information. Thus, the privacy problem has prompted us to provide a solution that offers the users of these
social networking websites an opportunity to protect their information. In this paper, a social networking application
and its system design, algorithm, and database structure are described. Our application offers a reputation-based trusted
architecture to social network users. It creates and monitors social reputations, finds social circles, and helps the users to
group their friends easily, meaningfully, and automatically to protect their privacy. This system provides the grouping
of users through an automated system into different social circles by analyzing the user’s social connections depending
on what common information or application they share that should not be accessed by other users.
Key words: Social networks, social reputation, information sharing, graph database, clustering, privacy

1. Introduction
Meeting new friends and socializing are parts of our lives. With great advances being made in this age of
information technology, socialization has greatly increased, with people being able to meet and communicate
with friends from different regions of the world through social networking websites. These websites enable
friends to easily communicate online and provide many features and functionalities for social network users,
such as publishable personal profiles, repositories for sharing information and applications, and the ability to
provide social connectivity between the users. Although social networking websites offer opportunities to meet
and communicate with many friends, they cause privacy and security problems. This is because people of all
ages, interests, and backgrounds have free access to social networking websites, and you may not want to share
some of your personal information with some of your friends or network users whom you do not know. With
these websites, there are a number of cases where the users have been able to identify and locate other users
through the personal information that was posted. Inappropriate information might be published that leads
computer hackers, sexual predators, and other malicious users to alter the person’s profile and information or
to access their computer. Users can find damaging information about a person’s past and they can learn what
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he/she is doing on the Internet. Therefore, users must allow as many or as few friends as they prefer to view
their personal webpages by choosing some kind of restrictions.
Building personal webpages and using social networking technologies, services, and applications can
be a very creative, useful, effective, and beneficial outlet for users to share and express their thoughts and
opinions, learn how to manipulate and use large amounts of information, and learn skills needed to build
webpages and applications. The most popular examples, including Facebook, Twitter, and MySpace, are public
social networking websites offering free accounts to the users to share personal information such as “About
Me”, “My Friends”, sexual orientation, emails, message boards, religion, politics, user groups, favorite tunes,
movies/videos, interests, preferences, education achieved, networking organizations, photographs, applications,
and other information about themselves. However, social networking websites have potential effects on people’s
lives, and there are very serious privacy issues when these websites are not used appropriately.
Personal information such as your profile that is posted on a social network can be accessed by all of your
friends that you share the network with. Unauthorized people may also get access to some of your personal
information that you do not want to share. We must know what is appropriate to put on the webpages and be
clear about what is not safe to post on the web: full name, address, specific places we go (e.g., GPS location),
phone numbers, ethnicity, and anything else that would help someone identify or locate us. Once something is
posted on the web, it is no longer private.
Social networking websites increase the popularity of Internet usage for the purpose of socializing and
networking with users around the world, and they are becoming a growing issue of concern for researchers.
Therefore, protecting privacy, sharing personal information, and applications in social networking websites are
important issues. These websites provide some features for protecting privacy and controlling what information
can be accessed. However, most people are unaware of or do not know how to use these features. Even if users
were to perform these tasks of categorization, on what basis would they categorize their friends in a meaningful
way to set privacy and security policies? Our study proposes a reputation-based application to help the users
make better decisions about their privacy settings.
The remainder of this paper is organized as follows: in Section 2, we provide a literature review
highlighting the works already carried out in this area, explain what we want to achieve, and reveal what
was/is missing. In Section 3, we present the details of our application and its modules. In the conclusion, we
discuss the future directions, limitations, and contributions of our study.

2. Related work
Social network theorists have discussed the relevance of relations of different depths and strengths in a person’s
social network. In [1], the privacy relevance of these arguments has recently been studied, with concentration
on the role and importance of social connections as we call social circles. In [2], researchers revealed the relation
among personal information, privacy, and a user’s social network. They stated that a social network provides
a visual map of the relevant social connections between the nodes of participation that can be used to measure
the degree of connectivity. In [3], researchers studied the information disclosure in social networks, and they
found that by looking at certain characteristics, such as knowing which groups people belong to or their favorite
applications, it was possible to predict their political affiliation.
The current focus of researchers is on detecting malicious users and spammers in social networks. Most of
the studies propose detection tools using machine learning techniques to separate malicious users from normal
users [4–6]. In addition to these studies, there is research on preventing information leakage caused by third
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party applications in social networks. In [7], researchers created honey profiles and logged the messages they
received from the people they connected with. They showed that it is possible to detect spammer accounts in
social networks. Their main assumption was that social network users accept friend requests to increase their
popularity, even if they do not know the person. Although they successfully identified spammers, their approach
has disadvantages. To be able to receive messages and identify spammers, they had to accept friend requests.
Therefore, their approach works after becoming friends with spammers and letting them enter their network of
trust. The major difference and advantage of our approach is that we provide a reputation score before a user
adds a person as a friend. When someone sends a friend request, the reputation score shows up, and users are
able to make better decisions without adding the people they do not know.
In [8], researchers considered the problem of detecting spammers on Twitter. They identified a number
of characteristics related to the tweet content and user social behavior to detect spammers. They used
these characteristics as attributes of the machine learning process for classifying users as either spammers
or nonspammers. In [9], researchers introduced a system called FaceTrust that provides lightweight, flexible
credentials that help users to assign credibility to others by considering their assertions. Their study contained
a tagging system where online social network (OSN) users tag their friends’ identity as true or false, and an
OSN provider analyzes the social graph and these tags to assign creditability scores. Although the researchers
presented a novel approach, their approach has disadvantages. One of their assumptions is that benign users
do not lie on behalf of others and this assumption does not hold if a user is motivated to lie about his friends.
The main difference in our study is that we provide objective features rather than subjective features to assign
scores. Their score assignment is based on other people’s assertions and verification of friends’ assertions in social
networks and their friend’s attributes. The main disadvantage here is that there are many profile attributes in
social networks and it is very hard for friends to tag each profile attribute as true or false. To be able to assign a
score, the system should wait for the assertions of friends, which may be very long. Another disadvantage is the
problem of tagging new friends and assigning scores to them if the new friends are not connected to any other
friends in a user’s network. One other weakness of their approach is their model. It is based on manual score
assignment. On the other hand, our approach is an automatic reputation system without the need of human
intervention and provides scores even if a new friend enters our network.
Facebook has recently announced new privacy settings. Although there are major improvements, researchers and experts continue to criticize these settings. In [10], the Canadian Privacy Commissioner published
a must-read report about personal information protection on Facebook. This report clearly supports our idea of
improving and simplifying the privacy, but it does not go beyond being criticism. We believe that our study will
inspire Facebook developers to implement more user-friendly and more successful privacy management features.
All of the recent research shows the importance of protecting information in social networks. The lack
of privacy in social networks has become a big problem, prompting some members to unregister to protect
their privacy. Our study differs from recent studies. Instead of proving the existence of privacy problems
and presenting attacks, we propose a solution and its implementation for current problems that social network
users encounter. Our application is directly related to social networks and has a reputation engine that creates
reputation score assignment features such as the top-level domain (TLD) feature, domain name similarities,
and message features.
3. The application
Our application provides the implementation of a reputation-based solution to protect privacy and personal
information. It helps users to automatically categorize a large number of friends into meaningful lists using
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different features, such as social connectivity and reputation. The main assumption that we make to build the
social circles is that users would mostly present similar information and applications to all of their friends in
a social group. Therefore, the social reputation engine and the social circles provide a meaningful and trusted
categorization of friends for setting privacy policies [11,12]. For instance, people in a company finance team
are friends of one another and personal information is shared easily among them. Hence, team members would
probably want to present a similar profile to all of the other members and thus set the same privacy policy
for all of them. In this situation, our application creates social reputation scores and recognizes the finance
team as the social circle of a user. Our trust-based application interface design has 2 aims. The first aim is
to discover whether social circles exist on a social networking website. The second aim is to discover whether
these social circles would help the users in social networking applications to set effective privacy and security
policies [12,13].
In our system, we have developed a trust-based application that is shown in Figure 1 to identify the social
circles in social networking websites. Users can add this application to their personal web pages on any social
networking website (e.g., Facebook, Twitter, or MySpace).

Figure 1. Main page of our application.

To achieve our first goal, we conducted a user study to discover whether social circles exist on a social
networking website. The users were asked randomly generated questions about their willingness to share a piece
of their information with a social network friend of theirs. As shown in Table 1 and Figure 2, these questions
are based on the fields of social networking website database tables that are available for application developers.
Each question is formed in a way that does not reveal the real aim of the study and does not disturb the users.
This is to prevent a bias such as evaluating the concept of trusted social circles in the context of privacy and
security. The answers to the questions are saved in our secure, anonymized graph-based database server. This
data collection method provides us with quantitative results that we can statistically analyze. When all of
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the questions are answered, the application runs the reputation engine, the clustering algorithm, and finds the
visual graph of the users.
Table 1. Some randomly generated questions.

Question 1) You bought a new cell phone and have a new a number. It is your first phone in your
life. You are very excited to use it and you do not want everyone on a network to know your phone
number. With whom would you share your phone number?
Question 2) You had a great vacation in the summer and you took lots of photos. You uploaded
your photos on a network (or the Internet), and you do not want to share them with everyone on
the network. With whom would you share your photos?
Question 3) Assume that no one knows your birthday and you do not like to hear things like
“happy birthday” from anyone but your friends. With whom would you share your birthday?
Question 4) You are very sensitive about your religion and you do not like religious discussions.
You only want some of your friends to know what religion you belong to. With whom would you
share your religion?
Question 5) You are in a relationship with someone but you do not want everyone to know your
relationship status. With whom would you share your relationship status?
Question 6) Your friends want to create movie compatibility and they are asking you to share your
favorite movies. With whom would you share your favorite movies?

Figure 2. An example question from the application web page.

Our application is built on a trusted structure and the user study we conducted shows that it is suitable
for protecting privacy. Additionally, it provides the following features:
♦

Social reputation module (SRM): Our application has a web-based social reputation system for OSNs.
This reputation module uses a robust karma model, where it gives the highest scores to the users who are
both active and produce the best content (not malicious or spam content).

♦

Visual graph of social circles: As shown in Figure 3, our application uses its clustering algorithm and
produces such a graph that helps users to see each social circle and to make better decisions about their
applications and privacy settings.
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♦

Privacy settings suggestion: Our application suggests the set of friend lists that users should create
and the friend lists into which they should put each of their current friends based on the identified social
groups and reputation produced by our SRM.

♦

Graph database design: We used a simple, robust, massively scalable, and convenient object-oriented
graph database structure that provides an intuitive graph-oriented model for data representation and
collection. This database is an embedded, disk-based, fully transactional, more effective and flexible
system that stores data structures in graphs rather than in tables. Instead of static and rigid tables, rows,
and columns, our application works with a flexible graph network consisting of nodes, relationships, and
properties.

3.1. The application platform
Our application runs inside a social networking website such as Facebook or Twitter but relies on an external
server or host for processing and rendering data. It can provide advanced functionality but may run into scaling
problems when the user numbers increase too much. Its platform consists of some hardware and software
components. These components are given below:

Figure 3. Visualization process (users’ connected social graphs).

• A markup language derived from HTML.
• General-purpose scripting languages PHP.
• JavaScript scripting language.
• Neo4j graph database management system.
• MySQL database language for interacting with the social networking website database.
• Object-based web API for handling communication between a social network site and our application.
• A set of client libraries (ASP.NET, C++, PHP, Python) for different programming languages.
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For our application, we used the Linux Ubuntu Operating System Version 11.10 (32-bit), an open source
JavaScript library [14] to draw the edges and nodes, and Social Network API to gather necessary information
to the draw edges and nodes. The PHP language was chosen as a server side technology to query the database,
run the clustering algorithms, and display the results on the social networking website. Our application can be
embedded within a social networking website itself, or can access a website’s social data from anywhere on the
cloud.
3.2. Social reputation module
In the real world, our identity is defined by our name or by a number, such as a driving license number or
a social security number. These identifiers are critical parts of our lives. There are several scenarios where
identifiers are used. For example, when a person applies for a loan from a bank, an identifier is used to gather
information about the person, such as their credit score. A credit score is simply a 3-digit number generated
by a mathematical algorithm using the credit history of a person. Using the credit score, a bank can see the
creditworthiness of the person and predict the risk of loaning money to this person. Figure 4 shows the element
of a credit score [15].

15%
35%

10%
10%

Length of credit history
Types of credit used
New credit
Amounts owed
Payment history

30%

Figure 4. Elements of a credit score.

One other example is a car history report system such as Carfax [16] or Autocheck [17]. Using a vehicle
identification number, it is possible to check a car’s history, see its score, and make a decision about whether
to buy it or not. Other good examples are Amazon’s product reviews, Slashdot’s Karma System, and Ebay’s
feedback system.
Due to the given examples above, we can ask ourselves this question: “What are the similarities between
these systems?” The answer is: “They all have successful reputation systems that help e-commerce websites to
manage and present user contributions most effectively”. Building reputation systems helps us to understand
why they are important for any organization that depends on user-generated content. These systems engage
contributors and reward or punish them in a way that gets them to return. Thus, reputation systems are
necessary for consumer websites, product managers, and industry-leading OSN providers such as Facebook and
Twitter.
In the virtual/online world, we are defined by our social network and our interaction with other social
network users, which is called our “social identity”. In social networking websites such as Facebook and
Twitter, our username or our identification number (ID) becomes our social identifier. Knowing a person’s
social identity, his contact details, his on-line friends, his interests, his status updates, and so on can help us to
determine whether we should share our personal information/profile and accept his friend request.
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Reputation systems impact our lives even if we are not aware of it. We need reputation to get through
life efficiently, because reputation helps us make better decisions in the absence of any better information.
Reputation is even more important in OSNs than for other websites, which have millions of user profiles to go
through. Reputation management is the essential part of search and page ranking/rating, spam filtering, and
blacklisting systems. Therefore, it increases the usefulness of the Web.
In this section, we propose a web-based reputation framework for OSNs using a robust karma model,
where it gives the highest scores to the users who are both active and produce the best content (not malicious
or spam content). Figures 5, 6, and 7 represent the basics of our model. Because of its popularity, we developed
our framework for Facebook. Facebook has an authentication system that limits crawling users and gathers
information about them. It is only possible to collect information if the profile is publically available. Therefore,

Figure 5. SRS design (GRS: global reputation score, RRS: relative reputation score).

773
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we decided to propose a solution for Facebook that will serve as a social reputation framework. Our framework
facilitates access to the user’s data and reduces crawling time. Consequently, Facebook is able to access user’s
social reputation score (SRS) by querying his social identification number (SIN). In our approach, the SIN is
simply the user’s Facebook ID that is stored in our database.

Figure 6. Scores regarding the attributes are recorded, weighted, and aggregated. The SRS is calculated.

Figure 7. Lifecycle of a reputation.

Our system takes some parameters related to a person’s data on the OSN (e.g., Facebook) as input and
creates a SRS as output. Therefore, these parameters and their impact on the SRS should be chosen wisely,
so that we can produce a reliable score. We answered the following crucial questions in our design process to
build an effective reputation framework:
♦

How can this reputation framework enhance the OSN?

♦

What are the right attributes to calculate a reputation?

♦

What type of actions should be counted as a reputation?

♦

What should be a positive (desirable) or negative (undesirable) reputation?
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YÜKSEL et al./Turk J Elec Eng & Comp Sci

♦

What should be the categories in order to overcome the challenges of aggregating scores and finding the
final reputation score?

♦

How will we know we have succeeded?

Below are some features that we used to calculate the SRS. Some of the features are adopted from [18,19].
Although these works are not directly related to social networks, their proposed reputation engines are our main
source of inspiration.
• Email address properties: This information is the integral part of joining an OSN. To join a social
website (in our case, Facebook), a valid email address should be entered. Facebook also uses CAPTCHAs
and email confirmation techniques to make their sign-up process more secure. In this case, it is not possible
to fake the email address because of the confirmation step.
• Domain maliciousness: To assign a score to emails, we extract the domain name and check whether
the domain is malicious or not. We produce a maliciousness score from this process. We also analyze and
use mail exchanger records and the IP addresses of the email servers to determine the maliciousness of a
user. Additionally, we use TLD information as part of the score assignment.
• TLD lookup: We assign high scores to TLDs like “edu”, since not everyone can have an “edu” email
address, and we assign low scores for the servers that provide free email accounts. Another attribute that
may contribute to the final score is the integrity of email address.
• Email integrity: By integrity, we mean and assume that an email address should consist of some parts
of his/her name or surname, and the person should probably use the same email address in other social
networks. Therefore, we use the “Reverse Email Look-Up” methodology to check whether the email
address is registered in other social networks. The number of other social networks that use the same
email address contributes to the reputation score. More integrity means a higher score.
• Number of malicious URLs in the status messages or news feed: Using Facebook API, it is
possible to get the status messages and news feed of a user. By analyzing them, we check whether or
not there is a malicious URL. Therefore, when the number of malicious URLs increases, the reputation
decreases.
• Number of friends, activities, and groups: Having many friends, activities, and groups means being
more social on OSNs. Therefore, when the number of these values increases, the reputation increases.
This property helps to determine the trustworthiness of the user.
• Number of mutual friends: “Mutual Friends” is a property that tells us how many and which friends
we have in common with someone. If we do not have any friends in common, that means “no mutual
friends”. “Mutual Friends” relationships are used to make sure that we are making friends with the right
people. If we share a mutual friend with someone, then most likely, we both know that person. If the
number of mutual friends increases, the reputation score increases.
• Number of photos, videos tagged by others: Being tagged in an album or in a video possibly means
that the person exists and is interactive on the OSN. Therefore, when the number increases, the reputation
increases, too.
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• Number of spam words/phrases in status messages: There are certain words that trigger spam
filters. These are words and combinations of words that are identified as being most commonly used in
spam messages. Therefore, in addition to the malicious URLs, this property also contributes to calculate
the total SRS.
• Completeness of the user profile: A normal user probably enters more information in his/her profile.
Using the fields that are permitted to access (there are about 30 fields that can be accessed by a Facebook
application), it is possible to find a ratio of the number of completed fields to total fields. When this value
increases, the reputation increases.
Our SRM provides a novel approach that provides the functionality of assigning automatic reputation
scores and suggests default privacy settings to social networks. It provides new powerful and effective features
for SRS calculation in addition to the other powerful features proposed in related work. It introduces the
concept of “Global” and “Relative” reputation score assignment strategies for social networks.
3.3. Mathematical model of reputation calculation
The SRM is responsible for the reputation calculation. A reputation “R” for a person “p” on the criterions “c”
discussed in Section 3.2 is a mapping SRM (R (p, c)) of a set of input data “d” within a set of information “D”
to a set “srs” within a representation of a reputation set “SRS”.
• SRM (R (p, c)) : D → SRS
■

p: person identifier

■

c: criteria identifier(s)

■

R (p, c) : reputation of p based on c

■

D : {d|set of input data}

■

SRS : {srs|reputation result}

■

SRM (R (p, c)) : reputation module’s mapping of input D → SRS based on R (p, c)

As seen above, we define the reputation to be a mathematical result of the reputation calculation that can be
used to identify a person as trustworthy or untrustworthy. Reputation will be within the range [0, 1] or we may
represent it in terms of percentage [0, 100].
3.4. Clustering and social graph visualization module
Methods for clustering have been deeply studied in different research areas [20,21]. However, our aim is not
to study them. Clustering is just one of the steps to achieve our privacy goal. Our main aim is to use the
right clustering algorithm for social networks and develop an application to provide privacy by adapting this
clustering algorithm to our application. The clustering in social networks requires grouping users into classes
based on their attributes, properties of personal relationships, web page links, spreads of messages, and other
applications. It is the process of organizing users into groups whose members are similar in some way. Our
algorithm is different from other clustering algorithms, and it can dynamically group users in a social network
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into different classes based on their properties and effectively identify relations among classes. It uses the SRM
and collects some data that are similar between social network users and are dissimilar to the users belonging
to other groups. It creates active cells, like network grids, and builds a visual graph of social groups. A
similar structure applied in the algorithm [12,22] for finding (α − β) clusters has been used in our algorithm.
Friends sharing common personal information are the adjacent nodes to the “α−” fraction. The “ α−“ fraction
represents the cluster that has a large density. On the other hand, those friends not sharing common personal
information are the adjacent nodes to the “β− ” fraction. The “ β− “ fraction represents the cluster that has a
low density. It is therefore possible to use the social graph of network users as an input to our algorithm. One
might ask: What if a friend belongs to more than one group? For example, a user can have a friend from high
school or university that is currently his/her workmate. The overlapping sets or being in more than one group
does not cause a problem from the privacy perspective. Our application groups friends according the common
information that a user wants to share with his/her friends. For example, if we just want to share our photos
and status with our college friends, then we will be showing them a profile where they will only able to see our
photos and status. If there are some other friends with whom we just want to share our photos and status, they
will also be in this group. Therefore, it is perfectly normal and possible that a person can be in one or more
social circles. The user will show some information in one group and different information in another group.
In other words, we limit who sees what. Figure 8 shows the pseudocode of the algorithm of our clustering
process for the users in a social network. Figure 9 shows the visual output of the clustering algorithm. The
colored circles are the groups that represent the social network user’s friends, and the black lines are the links
that represent the direct friendship relation. Figure 10 shows a sample output of the groups created by our
application after clustering.

Figure 8. Clustering algorithm.

Our algorithm consists of 2 phases. In the first phase, we create the nodes for the users. In the second
phase, we create and draw the connections between the nodes to determine the relationship and privacy between
users who are registered on a social networking website. The algorithm collects information such as friends’ IDs.
This structure successfully detects social circles if the users choose to share the similar combination of personal
information with friends in the same social circle, and if they choose different combinations with friends in other
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social circles. By using more data collected from our application, we have been finding out the effectiveness of
our algorithm.

Figure 9. Visual output of a clustering algorithm (users’ connectionless graphs).

Figure 10. Social group visualization process (users’ connected graphs).

As shown in Figure 11, our algorithm uses the SRM and produces a visual social graph that helps users
to see each social circle and to make better decisions about their applications and privacy settings.
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Figure 11. Social privacy group of a user (after reputation calculation and clustering).

3.4.1. Creating nodes
In this phase, we create all of the nodes of the graphs that we are going to draw. The algorithm for creating
the nodes is shown in Figure 12. In our node creation algorithm, we first go through all of the friends of the
user and create nodes for each friend. Next, for each friend, we go through all of the mutual friends and create
nodes for each mutual friend. By saying “mutual friends”, we mean the common friends of the user with a
user’s friend.

Figure 12. Node creation algorithm.

3.4.2. Creating links
In this phase, we create the connections between friends of the user and between mutual friends of the user.
Using the nodes that we created in the first phase of the algorithm, we add the links according to Figure 13.
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In the link creation algorithm, we go through all of the friends of the user and find out if the friends are friends
with each other. If they are friends, we add a link between those friends. At the same time, we go through the
mutual friends of the user and find out if they are friends with each other. If the mutual friends are friends
with each other, we again add a link between those mutual friends.

Figure 13. Link creation algorithm.

3.5. Database management system module
Building the visual graph of a social network user is an expensive task. Instead of creating the graph while
executing the social network API calls, we decided to store the necessary information in our own database.
The main reason for using our own database is that having too many API calls causes time-outs. Another
important reason is the difference between our database design and the social networking websites. Current
social networking websites use relational databases to store social network data. We used a graph-based database
to increase the system performance, improve query performance effectively, and develop a knowledge-based
approach for our future work.
3.5.1. Graph database design
In graph-based databases, information is stored as nodes, edges, and properties. Since social networking data
have similar properties, a graph database is a powerful way of representing social relationships between people.
In our application, we used Neo4j, an open-source graph database. According to the developers of Neo4j [23],
an embedded, disk-based, fully transactional Java persistence engine stores data structured in graphs rather
than in tables. More importantly, it includes the database features such as atomicity, consistency, isolation, and
durability transactions; durable persistence; concurrency control; transaction recovery; and other features of
enterprise-strength databases. Figures 14 and 15 show our transition from the relational database to the Neo4j
graph database, where it can be seen that it is very easy to see the connection between 2 people. However, in
a relational database, it is hard to see who is a friend of whom. In addition to this, whenever we introduce a
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relationship, such as a mutual-friend relationship, we need to add one more table to represent this relationship.
As a result, the number of table joinings increases and the performance decreases.

Figure 14. Our social world modeled in a relational database.

Figure 15. Our social world modeled in a Neo4j graph database.

3.5.2. Graph database vs. relational database
Relational databases have been around for many decades. They are the database choice of most traditional
data-intensive storage and retrieval applications. The SQL language is used to retrieve the data. Relational
databases are not efficient if data contain many relations and require many joining tables, which are expensive
operations. Thus, a graph-based database has better performance than a relational database when representing
relations. Recent studies [24,25] provide a detailed performance evaluation of the MySQL database and Neo4j.
According to their results, a graph database is more flexible, easier to program, and performs better.
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4. Conclusion
Most of the current works focus on solutions for attacks in social networks. However, they lack solutions to
protect privacy. We think that our study is the first study that contains an implemented application for social
network privacy. This web application is developed to work with social networking websites such as Facebook,
Twitter, and MySpace, and it includes an implementation of our original idea. Currently, it is running on
Facebook. As a future work, we are planning to develop a general API that can be applicable for any social
networking website, such as Twitter and MySpace. We are continuously inviting social network users to view
our study and are collecting more data to improve the performance of our system. Furthermore, we are helping
users to become acquainted with our application. The data that we have collected so far prove that our approach
is effective. As shown in Tables 2 and 3, we sent invitations to over 150 people on Facebook. Of those people,
95% accepted our invitation, and 80% of the people who accepted the invitations participated in our study.
Each participator has at least 45 people in their friend list. Our application correctly identified 92% of the
groups that the people wanted to create. The remaining 8% is our false negative rate. Since we are working
with subsets of a social network, these rates are subject to change. Detailed evaluation of our system and the
performance analysis of our data storage model are left as a future work.
Table 2. Data collection results (between 30.04.2011 and 31.08.2011).

Number of
invitations sent
184

Number of invitations
accepted
175

Number of people
participated
140

Average number of
friends per person
60

Table 3. Group creation results (social circle identifications).

Total number of groups
wanted by people
2520

Total number of groups
created by our application
2318

Total number of groups missed
by our application
202

Our study uses a combination of clustering approaches. First, the users are grouped according to their
friendship relations (i.e. using friendship and mutual friendship queries). Second, we group them based on
the information that a user shares with his/her friends. Privacy is provided by showing different profiles to
a different combination of groups. For example, if a user wants to share his/her relationship status, photos,
and date of birth with his/her Friend-A and Friend-B, then Friend-A and Friend-B only see this information.
Therefore, we are able to limit who sees what.
Although we successfully created the social graph of a user, we have limitations that affect the performance
of our application. Our social graph visualization algorithm works for a subset of friends and mutual friends. We
limited the number of friends and number of mutual friends that participated in our study. The reason behind
the limitation was the large amount of social network API calls. There are millions of social network developers
who are querying social network servers and these queries cause a delay in the response time. Drawing the
social graph of a user and displaying it is a time-consuming task. In some cases, the queries are even dropped
because of the delay, and the graph is not drawn.
Despite the fact that we have some limitations, our clustering algorithm works without any problems for
a subset of friends and successfully identifies social circles. As a future work, we will concentrate on performance
issues, query optimization, and design improvements to overcome the friend size limit. We will also focus on
the performance evaluation of various database systems and analyze which database systems are well suited for
social networks.
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In this study, we proposed an application to identify the social circles of the users by applying a novel
clustering approach. Additionally, we built a reputation framework to help users make better decisions about
their privacy and security. In order to see the effectiveness of our algorithm, we have been testing our application
and we are obtaining promising results. As future work, we also want to develop a knowledge-based system to
provide intelligent decisions about the sharing of personal information with people.
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